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ABSTRACT

Mobile phones and other small and powerful portable devices have
revolutionized personal communication and affected the lifestyles of the
people in the industrialized world. Following credible estimates, in a few years
there will be one hillion of such portable devices. An emerging trend is the
electronic commerce performed using mobile terminals, often called mobile
commer ce. Mobile commer ce environments are characterized by high complexity,
including myriads of technical and organizational aspects. This property
makes it difficult to distinguish the more fundamental issues, structures, and
concepts in mobile commerce from the hype. To capture the fundamental
aspects of mobile commerce environments, we have developed a model. It
covers fundamental static aspects of the M-commerce environment and their
relationships. We distinguish four spheres of concern: Regulatory Frameworks,
Business Models, Enabling Technologies, and the Global Infrastructure.
Rather than providing technical details of M-commerce environments, our aim
is to model invariant properties that will evidently persist for years to come.
Making use of the abstraction capabilities provided by the object-oriented
approach, the model is represented by OO structure diagrams.
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INTRODUCTION

M obilephonesand other small and powerful portablegadgetshaverevolution-
ized personal communicationand affected, considerably, thelifestylesof thepeople
in the industrialized world. In arecent development, voice capabilities of mobile
phones are augmented with data capabilities of increasing speed, and stand-alone
Personal Digital Assistants (PDA) are equipped with additional communication
capabilities. The M obile Electronic Transaction Forum (2001) indicatesthat small-
size mobile terminals are currently converging and evolving into Personal Trusted
Devices (PTD) that alow users to access mobile Internet services and run
applications at any time and at any place. Thetelecom industry estimatesthat there
will be 500 million Internet-enabled mobile phonesin 2003. The number of these
mobile Internet-enabled PTDs is expected to exceed the number of fixed-line
Internet users around 2003. Mobile commerce (M-commerce) is an important
emerging application classin the wireless Internet environment.

M-Commerce involves numerous domains, including network technology,
business, government regulation, and standards. The main contribution of this
chapter isorganizing these aspectsof mobilecommerceenvironmentsand describing
them using an object-oriented approach. This chapter focuses on the static aspects
of mobilecommerceenvironments; dynamicaspectsarediscussed briefly, mainlyin
settingswhere they have implications on the static structures. However acomplete
modeling of the dynamic aspects of mobile commerce environments—such as
functioning of aparticular protocol—is outside the scope of this contribution.

The overall setting we have in mind is shown in Figure 1. At the center isthe
global network infrastructure (called Wireless Backbone) that carries all kinds of
high-volume datatraffic. Currently, it ismostly the Internet. At the edgesthere are
different wireline and wireless access technologies, such as wireline telecom
networks, wireline local area networks (IEEE 802.3), wirelesslocal areanetworks
(IEEE 802.11), standardized by the LAN/MAN Standards Committee 802 of the
Institute for Electrical and Electronics Engineers or wireless telecom networks
(GSM, 3G) specified by the European Telecommunications Standards Institute
(ETSI) (2000), and Bluetooth, specified by Bluetooth Consortium (Bluetooth, 2002).
Incomputer network technol ogy (ase.g., Tanenbaum, 1996 pointsout), theseaccess
networks represent OSl-layers 1-3. The electronic commerce (E-commerce)
services are offered by the servers and are accessed by the terminals or other
servers through the wireless or wireline access networks. Most electronic com-
merce services require end-to-end connections between the terminal and server at
OSl-layers4-7. Thisisnecessary especially dueto authentication and authorization.

Differencesinthetechnologiesat layers 1-3 are mostly uninteresting for the E-
commerce services, including M-commerce services. Thisistrue for datatransfer
and general connectivity, but the access network types have some important
differences that suggest that the division in Figure 1 into the wireless and wired
worlds will persist. First, wireless terminals are inherently mobile. This makes
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roaming between diversetechnically compatiblewirel essaccessnetworkspossible.
Interoperability of roaming terminalsand local E-commerceservicesobtainable* at
spot” are a new emerging issue that must be resolved again and again. Second,
wirelessnetworks, especially telecom networks, tend to have much smaller transfer
capacity than wireline access networks. This causes performance problems, should
e-commerce services initially designed for much faster networks be used through
mobileterminals. Third, themabileterminal should beasportableaspossiblewhich
means at the same time that they have much smaller physical dimensions, less
memory, slower processors, smaller displays and keyboards (if any), and smaller
batteries. For thesereasonstheir usability for E-commerceapplicationsdesignedfor
wired desktop terminals are far from good. Last but least, the possibility to
dynamically positionamobileterminal withincreasingaccuracy opensup possibilities
for new E-commerce services, often called Location Based Servicesor LBS. These
make much sense for mobile terminal's, but not much sensefor fixed terminals, and
are thus the crucial difference between M-commerce and internet E-commerce.

Rather than going into the details of the technical specification of wireless
networks, we refer to the various 2G and 3G standards that are widely accessible.
The interested reader is referred to ETSI (2000) and two recent contributions by
Helal, Haskell, Carter, Brice, Woelk, Rusinkiewicz (1999) and Siau, Lim (2001),
discussing the specific properties of these wireless network generations concisely.

Inadditionto nationwidewirel essnetworks, anew typeof short-rangenetwork,
called personal areanetwork (PAN), was developed recently. These networksaim
at providing fast and convenient access within short ranges, rendering unnecessary
the cumbersome temporary installation of wires between devices. For example,
synchronizing the PDA agenda can conveniently be supported by a personal area
network without fiddling with cabl esor managing docking stations. Wirelessaccess
to printers, and wireless link between an earplug and atelecom terminal, are other
typical applications of this new technology. As mentioned in a Durlacher Report
(2000), Bluetooth isan important product in this context.

For our purposes we do not make a distinction between a PAN or a more
conventional terminal asaway to accessthe global infrastructure. A car asamobile
small-scal e surrounding environment of apersonthat also haswirel essaccesstothe
global infrastructure belongs to the same category as a PAN. Such devices or
networks are modeled below as aterminal or aPTD.

AssketchedinFigure 1, thenew possibilitiesof mobileapplicationscomefrom
the ability to offer Location-Based Services that can be regarded as real-time and
spatiotemporal. In particular, location-aware services and location-dependent ser-
vices are available and described as follows: Location-aware services are able to
answer queries, where locations of objects in a coordinate reference system and
possibly metricsareused (“whereisthe X closestto Y"), but the objectsdo not move
on earth. Location-dependent services usethe actual, real-time (“now”) location of
theterminal or the object to be tracked to answer location-related queries (“Where
is X nearest to me?’). The results can then be used to offer more complicated
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Figure 1. Wireless and Wireline Access Networks and the Global Network
Infrastructure. (“wired” should be capitalized in the figure)
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services. A typical example of a location-dependent service—and mobile com-
merce—isordering ataxi in any city just by pressing abutton onthe PTD atraveler
carries. Thelocation-dependent services are those that make the mobile commerce
different from other forms of E-commerce.

Personalization of the servicesisalso possible, at |east to the sameextent asin
the Internet, because PTDs are highly personal devices, and sophisticated user
profilescan bemaintained by the operators. In Devineand Holmqvist (2001), it was
argued that the most promising M-services are those that belong to the categories:
location-dependent, or personalized, or timely. Themost sophisticated and promising
services, however, belong to the intersection set, i.e., are location-dependent,
personalized, andtimely. Thesesophi sticated servicescan bedevel oped by collecting
context information from the people, for instance, information on the profileand on
the current physical location. But collecting private information compromises the
privacy of the people. Thus, thereis atrade-off between the quality of the services
offered and the loss of privacy.

Services where the current location of the user device is crucial only make
sense for a person on the move and are therefore a proper extension of Internet-
based el ectronic commercefacilitated by terminalsinfixed | ocations. Indeed, some
reasonable but simple location-dependent services (e.g., smply displaying the
current coordinates) can be provided by the wireless networks and/or by a GPS-
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enabled terminal, without the help of the Internet el ectronic commerce infrastruc-
ture. On the other hand, there are Internet el ectronic commerce services, which can
be used from both wireline and wireless terminals. Typical examples are banking
services in Scandinavia, as reported by Nordea Bank (2001). This shows that
Internet electronic commerce infrastructure can be used to support mobile com-
merce. Technical, business, and legal issues become more complicated in M-
commerce than in electronic commerce performed using stationary workstations
and similar devices. See Veijalainen and Tsalgatidou (2000, 2001) for further
discussiononthis.

Given this technological background, the complexity and dynamic nature of
technological as well as business advances in the electronic commerce area in
genera and in mobile commerce in particular overwhelms not only users but also
business experts and information systems people. The general concept of M-
commerce environments is rather imprecise, often even fuzzy, triggered by their
highly dynamicnature: Whilecurrent standardsand technol ogy arestill not very well
understood, new busi nessmodel sand appli cationsare poppi ng up amost on aweekly
basis. In this situation, it is hard to identify the fundamental properties of M-
commerce environments and to answer questionslike, “What are the fundamental
technol ogical propertiesof mobiledevices, independent of thecurrent technology in
place?’, “What are the main players in M-commerce scenarios and how are they
related by particular business models?” and “What are the interrelationships
between properties of mobile devices on the one side and business models and the
playersinvolved ontheother side?” “What istheimpact of the user’ swillingnessto
use her time to interact with awireless termina ?’

How to tackle the issues? First, we view mobile commerce to be a subset of
electronic commerce. More precisely, as M-commerce we define any type of
economic activity that is considered as electronic commerce by the legislation of
some country or by the business community and that is performed using a mobile
wirelessterminal by at |east one party. In most casesthe mobileterminal isused by
acustomer (not, for example, by merchant or bank) and the wireless network used
isawirel esstelecommuni cationsnetwork, although any other wirelessnetwork, such
asawireless | P network or Bluetooth link, could be used, too.

The abovementioned definition of mobile commerce aboveis still vague and
raises many questions. One reason for this is that the very concept of electronic
commerceiscurrently not very precisely and uniquely laid down. Our view isthus
that mobile commerce is a special case of electronic commerce, i.e., mobile
commerce has all the opportunities and problems that Internet-based electronic
commerce has, but it offersin addition somenovel and very exciting possibilities—
as well as new threats and challenges.

Thischapter triesto remedy thisfuzzy understanding of M-commerceenviron-
ments by identifying the main fundamental and invariant structures and properties
behind M-commerce application scenarios. Thisisaimed by organizing them using
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an object-oriented modeling approach. What we mean by an invariant here is a
concept whoseextension existsover along period of time(years, tensof yearsinthis
case) beforeit vanishesentirely or changes so much that it becomes something else
in quality. A typical exampleisa“terminal.” We do believe that some kind of a
portable device (or aset of portable devices) isneeded at any point of timein order
to perform M-commerce. This is because a human being is not able to directly
exchange dataand access services offered at anetwork but needsatechnical device
or devicesin order to doit. This holds now and in the future. However, how these
devicesare constructed at aparticular moment isanother question; we have already
seenduring thelast 5-10 yearsatremendousdevel opmentintheterminals, whilethe
original size and weight was comparable to avoluminous book, they now are small
like matchboxes—and have still more processing capability and memory than aPC
10yearsago. The newest telecom terminalsalready incorporate video cameras, and
aperson-to-person video service V-LIVE has been launched in May 2002 in Japan
(NTT DoCoMo (2002)). Thefirst really wearableterminal shave al so seenthelight;
they are integrated into the clothes, and the parts can use wireless Personal Area
Network (PAN) or cablesfor communication (see, e.g., Kaario, 2000; MIT, 2002;
Kahney and L eander, 2002). But they still havethesamefunctionality asany terminal
in our sense: they allow the people to access M-commerce services.

The other invariant concepts, like business model, are similar. Although at a
certain moment abusinessmodel hasoneformand at another moment another form,
the concept itself staysfor long time. Examplesof thesekind of invariantsin mobile
commercesettingsaretheinherent mobility of users, limitationsof user deviceswith
respect toinput and output capabilitiesand connectivity, wherethelatter iseither due
to the noncoverage of certain parts of theworld by service providers, or becausethe
user decidesnot to bereachablefor sometime. Asshown by Veijalainen (1990) and
Veijaainen, Eliassen, and Holtkamp (1992), oneof theinvariantsat thislevel isthat
theterminal exhibitscommunication autonomy.

We are here not only interested in individual permanent concepts, but in a set
of concepts that together are essential for the comprehension and development of
M-commerce. We want to address the legal and organizational prerequisites of M-
commerce, enabling technol ogies, and the actual global infrastructurein place. We
thus identify four spheres of concern that refer to the above aspects. The most
abstract but at the same time most pervasive sphere of concern addresses the
patchwork of the Regulatory Frameworks emerging in different parts of theworld.
It influences the Business Models, Enabling Technologies, and the Global
Infrastructure, the other spheres of concern. The essential criterion in establishing
the spheres of concern isthat they have a dynamics of their own that is relatively
independent of the other spheres. Still, they are dependent on each other; for
instance, even if the Regulatory Framework logicaly precedes M-commerce,
deemingsomeformsofit“illegal” and others“legal,” historically, M-commercecan
be performed without a special legal framework, and in fact, the emergence of M-
commerceisthe reason for establishing a particular legislation.
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This article is organized as follows:. Section 2 introduces the object-oriented
model for mabile commerce environments by presenting the individual spheres of
concern, introduced above. This section concludes with an integration of the
submaodel sto present an overall mobile commerce environment model. In section 3
theapplicability of themodel isillustrated by samplemobilecommercescenarios. A
section on related work and concluding remarks completes this chapter.

MOBILECOMMERCEMODEL

By analyzing thecomplex environment of M-commerceapplications, it appears
that avariety of diverseentitiesand organi zationsareplayingimportant roles, ranging
from standardization organizations and technical specifications of the network
infrastructure to user terminals and particular business models and, finally, to
revenues. The approach presented in this chapter takes into account a wide range
of these static aspects. Rather than viewing the environment as an unstructured
collection of diverse entities and concepts, we organize them in four spheres of
concern and describe them using object-oriented modeling techniques. As noted
above, theorganization of theentitiesinto spheresof concernisbased ontherelative
independence of the dynamics within the spheres. The spheres classify the entities
into four broad categories, like government rules, enabling technol ogies, network/
terminal technology, and business aspects (they will be specified more precisely
below). Sincethe spheres of concern represent parts of the overall model, they can
also be regarded as submodels.

Object-oriented approaches have been proven well-suited to capture the static
aspectsof complex application scenarios. However, their useisnot limitedto specific
low-level design models used for systemsimplementation. On the contrary, dueto
abstraction conceptsprovided by theobject-orientation paradigmlikecl assification,
association, andinheritance, itiswell suited for modeling complex applicationlevel
scenarios. Inthischapter, we use the defacto standard Unified Modeling Language
(UML) introduced by Booch, Rumbaugh, and Jacobson (2001) to model the static
aspects of mobile commerce environments.

Based on the object-oriented approach, we organizethe entitiesinvolvedin M-
commerce environmentsin classesand represent their rel ationshi ps by associations
between the classes. While typically each class belongs to one sphere of concern,
there may—and must—be overlapping classes, as well as associations between
classes of different submodels that act as the glue between the respective spheres
of concern. Hence, each sphere of concern is characterized by an object-oriented
submadel, and these are interdependent through overlapping classes and associa-
tions. Wedo not model all possibleknown conceptsandtheir rel ationshipsasexplicit
classes and associationsin our model. In order to be explicitly present asaclassin
the model, the corresponding concept must be essential for the existence and
evolution dynamics of the sphere of concern it occurs in. Organizing the static
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aspects of M-commerce environmentsin thisway aims at clarifying the concepts,

technologies, and playersin this highly complex and dynamic area.
Toorganizethepresentationintheremainder of thissection, thesubmodelsare

addressed in turn; finally, these parts are integrated into an overall model for M-

commerce environments and the rel ationshi ps between the spheres of concern are

discussed. The spheres of concern are listed as follows:

. Regulatory Frameworks: The organizational and technical aspects of laws,
standards and recommendations, as well as the bodies involved in their
definitionor ratification.

. Enabling Technologies: This sphere includes technical aspects like user
terminal and network technol ogiesand cryptography, and organizationsdevel -
oping thesetechnol ogies.

. Business Models: Business aspects, including business players, provided
services, business protocols, revenue sharing, and code of conduct are
important artifacts in this sphere.

e Global Infrastructure: The global infrastructure sphere deals with the global
network and the concrete terminals that facilitate M-commerce.

The general approach for each sphereisasfollows: We start by discussingin
aninformal way theconceptsand artifactsspecifictothat particular sphereandthose
that should appear intherespective submodel. Theartifactsarethen classified using
an object-oriented approach. Relationships between artifacts are represented by
associations between the respective classes. As said above, we use structure
diagramsprovided by the Unified Modeling L anguage as notation.

It is important to stress that we are not focusing on specific technical or
organizational properties of artifactsin mobile commerce as they have devel oped
during their history, but—on the contrary—have general, long-lasting patterns and
propertiesin mind. For instance, rather than modelingindividual typesof terminals,
weintroduce aclass representing these terminals. This means that whenever anew
terminal entersthe market, conceptually, an object will beinserted in the terminal
class. Asaresult, themodel will not changein responseto theintroduction of anew
terminal type. The same holds for a new standard, a new business model, a new
network protocol, or anew modul ation technology. Hence we regard the concepts
of themodel to beinvariant agai nst changesin mobilecommerceenvironmentsinthe
foreseeable future. A schematic picture of the spheres of concern and their
dependenciesis presented in Figure 2.

Notice that the spheres are dependent on each other, as specified in Figure 2:
the two up-most layersrely on Enabling Technol ogies; Business Models cannot be
deployedwithout the Global Infrastructurethat facilitatestheconcrete M -commerce
transactions. The picturealso alludesto therel ativeindependence of thelayers. One
can change something in onelayer without necessarily changing the other ones. For
instance, offering GPRS data transfer service within the Global Infrastructure
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Figure 2: The Four Spheres of Concern.
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sphere does not necessitate changesin the existing concrete businessmodel s (al beit
new business models might become feasible with the “ always-on” functionality of
the terminal s). Business model s can be devel oped and changed without the need to
change the terminal s or the network infrastructure in place. The limitsfor possible
business models are still dictated by the infrastructure; think of selling video-on-
demand servicesover 9.6 kbpswirelesslinksto slow terminals. Putting it the other
way round, certain business models set certain requirements for the infrastructure
and new technologies. New enabling technologies can be developed based on the
business requirements or for other reasons, but this does not have influence the
Global Infrastructure as long as they are not deployed in the concrete networks,
existing new enabling technologies are, however, a necessary condition for the
changesintheglobal infrastructure. Therefore, Enabling Technol ogiesisthelowest
sphere of concern in the picture; the upper spheres stay on top it.

The difference between the Global Infrastructure and Enabling Technologies
isexemplified by UM T Stechnology. Thetechnology assuchisready and available
since 2001, and the network components and terminals arein production. But only
atiny part of thewirelessaccessnetworksarereally currently (Spring, 2002) of this
type, and there are much less than one million subscribers in Japan.

Regulatory Frameworks put forward requirements for all other spheres of
concern and restrictstheir form. It stands on its own but leans on the other spheres.
Thisreflectstherelative independence of the governments, international organiza-
tions, and companiesand their [eading rol e against the other spheresof concern. The
Regulatory Frameworks sphere influences directly all other spheres, but there are
alsoindirect influences. For instance, legislation canrequire certain privacy rulesto
be obeyed by the business actors. This can be reflected by the business model
applied, and further inthe Global Infrastructure sphere, wheretechnical support for
privacy maintenance must bein place. On the other hand, developmentsinthethree
other spheres of concern can require regulatory measures to be taken. Typically, a

Copyright © 2003, Idea Group Inc. Copying or distributing in print or electronic forms without written
permission of ldea Group Inc. is prohibited.



146 Veijalainen and Weske

new body must beformed to take care of some aspect of global interoperability (see
below), anew consumer protection law passed, or emerging technology otherwise
regulated, etc.

Regulatory Frameworks

The Regulatory Frameworks sphere representsthe global organizational level
that isneeded to facilitate the interoperability of the underlying network infrastruc-
ture, terminals, and the higher-level—M-commerce—services. This level is aso
needed to foster and guide the development of new technologies, and last but not
least, to providethelegidlative framework for the M-commerce. Interoperability is
closely related with the autonomy of the organizations offering M-commerce
services. AswasshowninVeijalainen (1992b), inorder toguaranteeinteroperability
of systems, one needs to establish an organizational entity called global designer.
It is responsible for specifying the rules for interoperability within the technical
domain controlled by it. A global designer hasto havean exclusive power to control
the domain, otherwisethere almost certainly will be mismatch and confusion about
what isthe right way of handling things (of course, sometimesthisisalso intended
for reasonsof competition). Should several global designersdesign partsof thesame
environment they must guarantee that the parts are interoperable. Thus, they must
cooperate with each other—aor establish ahigher-level global designer, and so on, if
they want to ascertain interoperability of their standards and recommendations.

We distinguish between three main groups of organizational entities, namely
legal bodies, standardization bodies, and interest groups that have formed so far
and that most probably will persist intheforeseeablefuture, becausethereasonsfor
their existencewill persistinthefuture. They al play arolewithin global designers
for various aspects of the global environment.

The legal bodies are national governments and other organizations with
legislativepowers, likethe European Commission or theUnited Nations. Theseissue
legislation that regulate business in general and mobile commercein particular. In
general, laws say which business models are legal, which are not, and what hasto
betaken into consideration when performing M-commercetransactions. Especially
the privacy of customers is of concern at this level, as well as jurisdiction and
applicable law addressing consumer protection, liability of merchants, and dispute
resol ution. Thegovernmentsal so determinewhi ch wirel esstechnol ogiesand access
networksusingthem areallowed intheir territory, thuscreating the basisfor mobile
commerce. In the legal respect, Japan, EU and USA currently form three different
areas of rules as concerns wireless networks and business models for mobile
commerce. So the domains controlled by these three legal bodies are geo-spatially
separated and nonoverlapping. Therest of theworldismostly a“gray zone” but will
join the hopefully commonly established domain (or one of the three domains).

Legal bodiescan enforceand ratify lawsand other legally binding rules. Inthis
context, the laws set forth constraints that mobile commerce systems have to meet.
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Itistheresponsibility of the businesspartnersto guaranteethat thelegal constraints
imposed by the legal bodies are met. Within the European Union, electronic
commercelegidationingeneral and mobilecommercelegislationin particular isto
a large extent in the hands of the European legidative bodies. The European
Commission and Parliament has issued Directives that are to be integrated into
national legislations. The legislation has thus both a direct impact on technology,
businessmodels, and network infrastructure, and anindirect onethroughtheadjacent
spheresof concern. Interested readersare urged to visit the EU Information Society
portal (2002) and EU e-Commercelegislation portal (2001) to learn more about the
various activities performed and legislation issued by the EU.

L egislation can sometimesdirectly dictate astandard, but usually it just refers
to an existing one that has been prepared by a standardization body or has become
a de-facto standard. Agreements on common technologies and standards are the
key to interoperability. This holds for a variety of domains, including wireless
networks, software technol ogies, positioning methods, etc. Standards can be either
international onesratified by international standardization organizations, suchas| SO
(2002), national bodies, such as American National Standards Institute (ANSI,
2002), or international institutes like ETSI or IEEE (ETSI, 2002; |IEEE, 2002).
However, often industry best practicesthat act as de facto standards are eventually
accepted asanofficial standard. Thispattern hasbeen prevalentinthepastinvarious
technology areas. It has also been observed in Internet network technology where
TCP/IP became the standard transport and network layer protocol of the global
network infrastructure, aswell asthelayersontop of it, and it doesnot comply with
the OSI standard open protocols suggested by 1SO. GSM technology as awireless
access technology has also conquered majority of the developed countries in the
world, although Japan is an exception, aswell as partly the USA. UM TS will most
probably have astill wider applicability than GSM, because Japan and USA will be
on board (UM TS Forum, 2002) and the rest of the world will follow, eventually.

While standardization bodies have—strictly speaking—no legal powers, they
are an important instrument for the industry and governments to agree upon
standards in a specific technical domain. Interest groups are a weak form of
standardization body. In our sense they are an instance of the abstract global
designer, that is, usually established for alimited period of timein order to solvea
pressing technical issue. In mobile commerce, there are several very strong interest
groups, each of which focuseson aspecifictechnology, i.e., onaparticul ar technical
domain. The common behavioral pattern of interest groupsisto get the key players
of thefieldinvolved and defineadefacto standard with theaim of pushingitintothe
market through their power. AnultimatecaseisNTT DoCoMoin Japanwholedthe
specification of the i-Maode system, including the whole protocol stack, mark-up
language, terminals and business model(s), and al so deployed the core system.

In order to reach the true global interoperability in wireless communication
systems at the application level, many companies are involved in various interest
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groupsindiversetechnical domains. Theseinclude manufacturingterminals, setting
up wireless networks, and designing and implementing M-commerce services. The
key factor for successin this context isindeed interoperability, meaning the ability
of devicesand network technol ogy produced and provided by different manufactur-
ers and network operators to communicate with ease and efficiency as desired by
customers.

Thedivision of theworld into geographic zones or areasis an important issue
for roaming customers who would like to use location-dependent services (like
ordering taxi, see below). His or her PTD must be able to not only use the local
wireless access network, but also the local services. 3G networks and compatible
terminalsmight solvethefirst part of the problem, but the second problem area—the
heterogeneity of the services—still remains. In 3G networks, ITU (2002) and ETSI
(2002) played acentral roleasglobal designers, but asfar asM-commerce services
areconcerned, thereisno organization that hasthe power to dictate how they should
look like. TheM-commerceservicesare, first of al, regulated by thelocal legislation
of the zones, and they are highly dependent on the local culture and rules, as
represented, for instance, by specific business model sissues and codes of conduct.

The companiesinvolved in the wireless telecom business have realized that if
the business models and M-commerce services become incompatible in different
parts of the world, or indeed within a zone with the same legislation, roaming
customers would suffer. This would have a negative effect on the whole industry.
Asaresult, theworld hasnow seen many global designerstoemergethat try totackle
theproblems. Theseincludethe WAPforum (WAPForum, 2002), but especially the
M obileéelectronic Transaction Forum (MeT, 2002), L ocation I nteroperability Forum
(LI1F, 2002), and last but not |east, the Open Mobile Architecture Initiative (OMA,
2001, 2002). All these must closely follow thework of the W3C Consortium (W3C,
2002), as well as the work of many other similar bodies and standardization
organizations. The situation raises many questions, like what guarantees that the
diverse recommendations developed by all these bodies will be coherent and
interoperable? Second, what chances does the work of these interest groups have
to become global de facto standards or even asort of guideline for concrete service
design?Thefirst problemismoreor lesssatisfactorily addressed becausetheinterest
groups consist essentially of the same big players, and these coordinate the overall
architecture development and the concrete work within the different forums. In
general, however, thereisno guaranteethat many global designersspecifying closely
related recommendationswoul d succeed in achieving interoperability.

The second question aboveisatougher one. The OMA Initiativeisthe answer
of thebig players: “ Theobjective of the Open Mobile Architecture (OMA) initiative
isto create anon-fragmented, interoperabl e global market for the next generation of
mobile services’ (OMA, 2002). As the name suggests, the idea is to use only
standard, openly avail abl especificationsand software. What isthecontrolled domain
inthiscase?Formally software, but of coursewith software comesthefunctionality.
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To which extent does this consortium want to specify the functionality of the
software? Theoretically, the interest group can indirectly specify even the “open”
business protocolsembodiedinthe“OMA” software. Whether it wantsto go so far
remains to be seen. Currently, the emphasis is rather on open industry standards,
standard tools, and open platforms.

Itisworth of noticing that acommonly agreed upon syntax, suchasEDIFACT
or aparticular mark-up languageinthe XML family, suchas XHTML, doesnot yet
help to completely solve the interoperability problem; it remainsto be decided by
autonomous organizations, which concrete EDI or XHTML specificationsto adopt
and what the elements exchanged mean exactly. Furthermore, one must specify
which protocol stack is used to exchange the content. The M-commerce protocols
areapplication protocol sthat support the chosen businessmodel, and thesewill most
probably vary from zone to zone. The services should be paid in auniform way so
that the roaming customers are able to use their terminals smoothly. In any case,
should this consortium be able to keep its promise, it will certainly have a strong
impact on the way mobile commerce is conducted in the future.

Based on thisgeneral introduction to regul atory frameworks, their playersand
issues, we now take the step towards an object-oriented model of that sphere. This
is shown in Figure 3. Starting with organizational aspects, regulatory bodies and
companies are represented as specific classes of organizations, with inheritance
relationshipsbetweenthem. Regul atory bodiescan beeither legal or standardization
bodies, represented by subclasses of the regulatory body class. Companies join
interest groups, which aim at defining de facto standards, represented by an
aggregation association between these classes. If the interest group succeeds in
defining arecommendation, the companiesparticipating intheinterest group havea
considerable competitive advantage, sincethey already offer products and services
complyingwiththat new recommendation. Theleft sidecoversthelegal bodies, like
governments, the European Commission, and the United Nations. They regulatethe
technical or businessdomaininaspecificgeographicarea, i.e., acountry, or alarger
economicregion.

The model shown in Figure 3 provides a detailed, yet abstract view on the
entitiesinvolved in the Regulatory Frameworks sphere. It isimportant to stressthat
it detailsthe typelevel, not the instance level. In general, objects are the instances
of classes. Thus, objects of the company class are Nokia, Ericsson and Siemensto
name afew playersin the mobile commerce arena. These companies participatein
interest groupswiththeai m of setting up recommendations. For instance, theMobile
Electronic Transaction Forum is an interest group aiming at defining de facto
standards for secure mobile transactions. Tens of big companies, including Nokia,
HP, Sony Ericsson, Oracle, Sun, IBM,NTT DoCoMo, NEC, Siemens, V odafoneand
AT& T WirelesshavejoinedtheOMA Initiative(seeOMA, 2002 for further detail s).

We believe that the class structure of the organizational entities as shown in
Figure 3will persistin the foreseeablefuture. We are still fully aware that a deeper
analysis requires populating the instances and grasping the concrete dynamic
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Figure 3: Regulatory Frameworks.
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relationships between interest groups, standardization bodies, and legal bodies, as
well as the analysis of the individual organizations. For instance, the analysis of
interest groups, the reasonsfor their emergence and dissol ution, their impact on the
technology and markets, their relationship to globalization, etc., could bestudiedin
research projects. Thereiswork donein thisvein on the standardization of 1G, 2G,
and 3G systems: see, e.g., Telecommunications Policy (2002).

Enabling Technologies

Advances in electronic commerce, in general, and in mobile electronic com-
merce, inparticular, have, toalargeextent been spawned by technol ogical advances,
both with respect to wireless network technology and user device or terminal
technology. Inthissectionwefocusthe second part of the overall mobile commerce
model, i.e., Enabling Technol ogies.

Itisnot just onetechnol ogy that makes mobile commercepossible. It must also
be available for users through mobile terminals, access networks, and servers.
Personal Trusted Devices(PTDs)—i.e., wirelessterminal swith personal flavor and
security facilities as access devicesin mobile commerce—arein acrucial position
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inthisrespect. Thisisduetothefact that thetechnol ogiesincorporatedinthem (such
as processors, protocol stacks, and local applications) largely determine which M-
commerce services can be offered. Indeed, the current PTDs where a PDA and a
GSM phone areintegrated and run WWW and WAP browsers offer mobile access
to the Internet and M-commerce services but use the basic GSM services offered
sincethebeginning of 1990s. The GSM network technol ogy wasthusmatureenough
from the beginning for mobile commerce, but before the terminals had reached the
current stage of development, mobile commerce could not be realized. For these
reasons, PTD isin the center of the Enabling Technol ogies spherein our model, as
showninFigure 4.

Each Personal Trusted Device is associated with a set of features, which can
beclassified asprotocol features, functional featuresand physical features. Protocol
features represent wireless network protocol stacks that the device supports (e.g.,
GSM and WA P stack). Functional featuressubsumeavariety of different functional

Figure 4. Enabling Technologies.
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aspects, for example, positioning (like GPSreceiver functionality), and security and
privacy features. As indicated above, features of PTDs are defined in technical
specifications that manufacturers have to adhere to. Notice that the technical
specification classisalso present in the Regulatory Frameworks part of the overall
mobile commerce model. These overlapping classeswill act asthe bridge between
the Enabling Technol ogiesand Regulatory Frameworksspheres. That is, theimpact
of the Regulatory Frameworks on the Enabling Technol ogies comes, among other
things, through the technical specifications.

Besidesthemanufacturer, thenetwork operator isanother subclassof company
involvedin Enabling Technol ogies. Whilemanufacturers produce Personal Trusted
Devices, network operatorsal so take part in technol ogy development either directly
or throughvariousinterest groups. For instance, NTT DoCoM o specifiedthei-Mode
technol ogy and| et themanufacturersproducetheconcrete network componentsand
terminals. In the WAP Forum, network operators try to influence technology
devel opment through technical specifications.

Global Infrastructure

Enabling technologies are anecessary ingredient for the concrete deployment
of wireless network technology. We keep the depl oyed networks separate from the
basetechnologiesfor several reasons. First, there are many individual technologies
(such as encryption and protocols) that must bejoined coherently in order toforma
functioning globa infrastructure. Second, theindividual technol ogiesweredevel oped
rather independently from each other and are controlled by players other than
telecom operators or network providers. Third, the deployment of the concrete
networksislargely ontheresponsibility of theindividual telecomand other operators,
such asInternet Service Providers (1SPs). It followsthat the global infrastructureis
fragmented into hundreds of wireless access networks and a (few) backbone
network(s). Each network is conformant with the legislation of the country or area
whereitisdeployed. Thiscausesmany potential differences. Althoughthedifferent
network generations might be interoperable among each other, the concrete
networksstill might be, technically, at different stages(e.g., 2G, 2.5G (GPRS), 3G).
In addition, a terminal can roam and can or cannot get access to the wireless
networks of different operators based on the roaming contracts. But getting access
to the wireless network at the levels 1-3 does not yet guarantee that theterminal is
ableto, infact, accessthelocal M-commerce services. Thisisbecause the business
model or the technical level implementation might be different (e.g., markup
languagesin the home network and in the visited network may differ), or it simply
cannot find the servicesin thelocal network, because it does not know the address
of the servicedirectory or cannot accessit dueto protocol differences. Finaly, even
if theterminal would be ableto find the services and offer them to the user, it might
not understand thelocal language used inthe servicesin order to properly usethem.
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The abovementioned problems are largely independent from the Enabling
Technologiesand also, asit turnsout, from the BusinessMaodels. They all manifest
the same phenomenon at different system levels. The phenomenon is sometimes
called roaming heterogeneity. It is a severeissue of the wireless global infrastruc-
ture that is currently not fully understood, albeit recognized or even solved. For
instance, the OMA Initiative (2002) does not use the term, but it addresses exactly
roaming heterogeneity at the service level, aswas discussed in a previous section.

We envision that the PTDs and the wirel ess networks will persist far into the
future and the networks are deployed and managed by (mobil€) network operators.
Irrespective of the technology generation, the structure of the networks is rather
coarse, such that the wirelesslink is between the PTD and a base station or another
entry point and the backbone network is wired. We also assume that there are
hundreds or thousands of operatorsin theworld that havetheir own customer base.
Each wireless network occupies a restricted geographical area. Because competi-
tion is allowed and required in the telecom markets, there are several wireless
networks operated in the same geographical area. From this basic organizational
arrangement, it follows that customer roaming requires a patchwork of contracts
between operators. It also requires technical support within the network that is at
least aspowerful asin GSM networks. Intheory, auser can roam between different
network operators even if she would not leave her home country, but because of
competition thisisnot common. Roaming precludes, thus, that the customer moves
to the operation area of aforeign operator in another country or region.

The submodel of the Global Infrastructure sphere is shown in Figure 5. As
represented by theinheritance hierarchy shown, the networksmanaged by operators
may be either wirelessor wireline. By definition, Personal Trusted Devicesrequire
wireless networksin order to operate. Asindicated above, these wireless networks
can be used to access wireline networks and the services provided. For instance,
second-generation wireless networks, such as GSM, can act as access networksto
wireline networks, typically to theinternet. WAP 2.0 specification assumesthat the
wirelessterminal canindeed bean | P-enabled device, althoughitiscompatiblewith
thecomplete WA Pstack solutionintroduced earlier, asspecified by the WAPForum
(2002).

To sketch the main classes of the submodel shown below, we remark that
manufacturers deliver network components that are being used to build and run
networks. Networksshould obey local legidation, i.e., legislationispertinenttoareas.
PTDs may roam to areas and networks. In particular, area binds the validity of the
business model s and extension of the networksinto a specific geographic area. The
terminal must roam on thisareawhenever it wants servicesfrom aspecific network.
Itisworth mentioningthat thereisalsoadirect relationshipwith Figure 1. The PTDs
are a specia case of the mobile terminals, and the wireless access networks are
usually those deployed by network operators. To this end, Figure 1 can be seen as
amore detailed representation of the different network typesand their instances, as
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well asarather abstract topol ogy of the components of the overall global infrastruc-
ture.

Business M odel

The abovementioned spheres of concern provide the environment for the
business aspects of mobile commerce. After all, economic aspects are the driving
force behind mobile commerce devel opments and applications, and are the source
of revenues for the companies involved.

Timmers(2002) definesbusinessmodel sasfollows: A businessmodel consists
of:
J an architecture for the product, service and information flows, including a

description of the various business actors and their roles;

e adescription of the potential benefits for the various business actors; and
*  adescription of the sources or revenues.

In brief, a business model thus describes the economic player categories, the
products and services offered, how the playersinteract, the information and goods
that flows, the sources of revenue, how the economic yield is shared among the
players, and how they arerelated with the above flows. We add the code of conduct
totheabovelist, becauseit hasaconsiderablelocal impact ontheform M-commerce
can adopt.

Japan is probably the most advanced mobile commerce market today. There-
fore, we look more closely at it. Devine and Holmaqvist (2001) distinguish the
following playerson that market: user, mobile network operator, telecom operator,
application provider, facility supplier, informationprovider, contentshol der, solution

Figure 5: Global Infrastructure.
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Figure 6: Business Model and Related Concepts. (“transaction” should be
capitalized)
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provider, financial institution, and terminal manufacturer. All theseplayersget their
revenues from the user, but only the mobile network operator, the information
provider, theapplication provider, andthefinancial institutionaredirectly involvedin
individual M-commerce businesstransactions. Thusonly these directly participate
inprovidingthemobilee-commerceservicesandindirect revenuesharing. Theother
players(likesolution provider and contentsholder) gettheir revenuesindirectly. NTT
DoCoMo’ si-Modeservicehascurrently over 30 million subscribers, andtheaverage
monthly revenue per subscriber is about 40-50 US $.

The Business Model sphere of the mobile commerce model, reflecting the
abovenarrower view, isshowninFigure 6. The E-BusinessCompany classcontains
the enterprisesinvolved in electronic business. Business models are in the heart of
the e-business companies. A business model consists of one or more business
transaction specifications. A busi nesstransacti on specification consistsof abusiness
protocol and service descriptions the protocol can access and handle. One can, for
instance, imaginethat the business protocol isan abstract protocol specification and
a service is a WWW page that delivers the content needed or runs a program
changing a database state at the requested organization, e.g., modifiesabalancein
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abank. The service can be atomic, in which caseit does not invoke further business
transactions. Notice that the business protocol can also, in this case, still invoke
severa request-response pairs towards the service. A service can further require
other services to be invoked at different sites. Therefore, it runs a new business
transaction. Typically, thishappens, for instance, if somebody isordering abook and
payingwithacredit card. Thepayment would beanew businesstransaction between
Amazonand VISA. Upon running thisbusinesstransaction, revenuesaregenerated.
We thus model revenue generation at this level of abstraction.

A simple request-reply PDU pair may access a service, but it may also be a
complex of services accessed by many request-response pairs. This means the
service consists of aset of other services, which arerelated by a Business Protocol.
The concept of Business Protocol istreated in more depth in the next section when
discussing an example. At the model level, Business Transaction has Business
Protocol as adirect component, but this can invoke Service or Atomic Service.

A business protocol specifies the steps that occur when business partners
cooperate, aswell astheformat of the dataexchanged during the cooperation steps.
Each step within such abusiness protocol istypically characterized by the received
message and the response sent in another message. A simple one is where upon
receiving an order, amail order company responds by sending amessage, acknow!-
edging the order. We remark that there are anumber of technologies for business-
to-business data exchange, known as business protocols. There are also a number
of standardsfor businessprotocolsin place, e.g., Electronic Datal nterchange (EDI).
These technologies cover static as well as dynamic parts of e-commerce environ-
ments, because they provide data format standards (e.g., data structures of orders)
and data exchange standards (messages sent during a successful cooperation). An
Atomic Serviceisconceptualy indivisibleinthat it doesnot requireafurther business
transaction to be run. An example of a very simple atomic service instance is
responding to aweather forecast request with the respective temperature forecasts.
As these brief examples show, on the one hand business protocols are used to
implement business models; on the other hand they make use of the global
infrastructureto enact the services. They arethusthe crucial link between thesetwo
worlds.

Service composition has recently emerged as an important aspect to develop
Web applications based on so-called Web services, sponsored by the World Wide
Web Consortium, W3C (2002). Web servicesarebasically applicationsprovided by
a company that can be accessed via the HTTP network protocol. Using suitable
wrappers, many servicesthat areimplemented by back-end systems, e.g., Enterprise
Resource Planning systems, can be made available to a large market by Web
servicestechnology. While Web services are devel oped in the context of electronic
commerce, they can a so be used in mobile commerce environmentsto provide the
basefunctionality required by acomplex mobilecommerceapplication. Consider, for
example, amobile commerce application, where customers can make reservations
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and book and pay for flights via WAP devices. While the interaction with the
customer isprovided by mobilecommercetechnol ogy, theback-endfunctionality like
flight reservation and payments has to be offered by a suitable back-end system.

Web servicesareanew technol ogy based on accepted standards. Whilethekey
technologiesareal ready in place, thecomposition of Web servicesiscurrently under
research. Thebasi cunderstanding of Web servicesisthat theindividual functionality
accessed by individual Web services (e.g., making a flight reservation) can be
combined with other services within a predefined order. It is in this way that
application processes can be devel oped based on individual steps, covered by Web
services. For example, a payment step can be followed by a successful flight
reservation step. In the next level of abstraction, the new Web service processes,
flight reservation and payment, can be made available. We model these aspects of
servicecomposition, in general, and Web service compositions, in particular, inthe
static structure model by arecursive federation between the Services classthrough
Business Transaction and Business Protocol.

Business partners provide servicesto their customers, i.e., business actors. A
businessactor can either beanindividual (e.g., aperson ordering aweather forecast
of southwestern France for next Friday), or it may be a corporate business actor.
These can make use of services to offer value-added services to their respective
customers. Thegoal of each of the business partnersinvolvedisto generaterevenue
from service's executions. Notice that the legislative bodies provide the legal
environment in which the business models are devel oped.

TheBusinessM odel s sphere al so addressesthe geographical validity region of
aBusinessmodel, represented by the class Geographical Entity, associated withthe
Business Model class and with the Business Actor class. Thisisimportant, as the
business actors and the model s applied do have alocation on earth where they are
legal and accessible. It isinteresting to notice that the associ ation between business
model sand geographical location arequitestable: Asdefined by legislativerules(in
the Regulatory Frameworks), agiven businessmodel isassociated with ageographi-
cal location on earth. Thismay not only be a XY Z-coordinate, but it can also be an
organizational entity associated with an area, such as a state or an association of
states (for example, the European Union). Hence, the geographical entity class has
subclasses geographical location and geographical area, representing the
abovementioned conceptsin the model.

Complete Mode

Thefour spheresdevel oped aboveare now integrated into the completemobile
commerce model. Asdiscussed above, the glue between the submodelsis provided
by the associations between classes of the different spheres aswell as by common
classes. As an example, the Technical Specification class of the Regulatory
Framework submodel isassociated with the Feature class of the Enabling Technol-
ogy submodel, gluing thetwo submodel stogether. The same holdsfor the Business
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Model sphere and the Enabling Technology sphere, where the Service class is
associated with the Feature class. Another form of glue between the spheres is
characterized by inheritance: The E-Business Company class of the business
submodel isasubclass of the Company class. The overall mobile commerce model
isshown in Figure 7. For ease of convenience, each submodel is represented by a
package in that figure. These relationships between the packages are represented
by the dotted linesin Figure 7.

Additional associations between classes can be drawn. For instance, Regul a-
tory frameworkshaveavalidity region onearth; in particular, thethreemain regions
(US, JP, EU) can be regarded as three geographical regulatory frameworks.
Business models adhere to a certain legislation and thus to a certain region, and a
terminal isinacertainlocationon earththat belongstoacertainvalidity region. The
issuesin this context are of two kinds: the terminal is ableto interact with the rules
of a certain region. These rules are characterized by the wireless access network
in place, the businessmodel that the servicesimplement, and the protocol stack that
is used to facilitate the M-commerce services. While roaming to another region,
roaming heterogeneity can occur, i.e., theterminal (or user) isnot anymore ableto
take advantage of the services. Second, and thisis ageneral problem of electronic
commerce, as well: the terminal can use services in another validity region than
whereitislocated. If therulesapplied to the services differ, whose rules should be
followed?Examplesof theserulesarelegislation, governingtaxation, duties, and the
handling of disputes.

Figure 7: Complete M-Commerce Model.
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Some of the above classes have also a direct relationship with the entities
presentedinFigure 1. ThePTD isasubclassof thewirelessterminal andthewireless
access networks are instances of wireless network in the Enabling Technologies
sphere.

SAMPLE SCENARIOS

In this section we look closer at some mobile commerce scenariosin order to
illustrate the feasibility of the model presented and in order to discuss location-
dependent services—which are at the heart of mobile commerce—in more detail.

Ordering a Taxi

Thefirst scenarioisatypical situationin urban environments, where atraveler
arrivesinacity andwantsto order ataxi for local transport. Different phonenumbers
of taxi agencies in different cities and—in case of foreign countries—language
problems render traditional ordering by phone cumbersome, so that mobile com-
merce services will provide a more convenient solution for the customer.

Thepresenceof |ocationinformation on boththetravel er andthetaxi facilitates
this new convenience. The basic idea of this service isthat once the terminal (i.e.,
the traveler carrying the PTD) and ataxi can be positioned accurately enough, the
taxi can be ordered based on that information without the need for the customer to
know local phone numbers or local business practices.

At the business model level, it can be expected that ataxi that is closest to the
terminal can offer the transportation service cheaper than a more distant taxi. The
overall business protocol involved is represented by a simple sequence diagram
showninFigure 8. For each party involvedinthescenario, thereisavertical line. The
messages between different parties are represented by arrowed lines between the
vertical lines associated with the parties. More elaborate techniques to specify
business protocols are feasible, but for the purpose of this chapter, the notations
based on sequence diagrams will suffice.

Briefly, the steps go asfollows:

Positioning of the customer terminal (triggered by the terminal)

2. Sending the coordinates and other parameters to a global directory service
server that determines an appropriate service provider based on the position
and service type

Sending the coordinates and other parameters to a taxi server instance,
selecting an appropriate taxi (terminal and server involved)

Selecting thetaxi and guiding it to the customer (server, taxi involved)
Finding the customer and picking him/her up (taxi, terminal)

Transport as determined by the customer (taxi, physical step)

Taking care of payment (terminal, taxi)

=

w

No oA
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Figure 8: Business Protocol, Taxi Scenario.
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In brief, the M-commerce infrastructure does the searching and possibly the
negotiation for the customer. It isevident that in step 1 the terminal must be ableto
positionitself andin step 3 subsequently send out thecoordinatesto aserver instance
that takes care of the taxi ordering. Thefirst step can be performed using the GPS
functionality of theterminal or asking the wirel ess telecom network to find out the
coordinates (existing technology for this tasks includes E-OTD, a GSM-based
locationtechnology). Inthelatter casetheterminal usesaspecial positioning service
offered by the network.

In step 2, the main task isto find the address of the local taxi service instance
to which thetaxi order request should be send. This correspondsto the problem of
finding the phone number of alocal taxi service. In principle, the country, city, and
suburb can be deduced from the coordinates of the terminal, but a rather heavy
infrastructure service is needed in order to determine the appropriate taxi service
center server in the network to which the request should be sent. Marketplace and
auction mechanisms can be deployed to trade transportation resources.

Assuming that step 3 issuccessful, step 4 istaken. It ismore complicated than
theformer ones. During this step, the specific taxi to servethe customer is selected.
Itisimmediately clear that thelocation of theindividual taxismust betracked by the
taxi servicecenter inregular interval ssothat thelocationisknownwithareasonable
accuracy. Which taxi to select? An obvious answer is*the closest one which is not
occupied,” but thisis evidently not the only optimization criterion. The closest in
Euclidean senseisnot necessarily the most appropriate, because the street network
might require the closest to drive along way and maybe stop at many traffic lights
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before reaching the waiting traveler. Second, the customer can give as part of the
order thedestination and timing parameters. Thelatter might indicatethat thetaxi is
needed in, e.g., 10 minutes at the latest. This gives possibilities to optimize the
alocation. The destination is also important. Based on the parameters, the taxi
service center can optimize the allocation of taxis ahead of time: It knows, at least
partialy, what will be the location of the fleet in the next 10, 20, or 30 minutes.
K nowing the destination might al so prune someall ocations, because certain drivers
would not want to goto thedestinationindicated by thecustomer for variousreasons.
Finally the number of people to be transported as well as specific constraints such
as large luggage items are also important and could be provided by the customer.
Based onthisinformation thetaxi service center can allocatean appropriatevehicle.

Step 5 is about finding the customer. This can be tricky, but ordering the taxi
throughaPTD helpsin several ways. The customer could get aspart of theresponse
to his’her order the order number, the license number of the taxi (and even a color
picture of it), and thedriver’ s phone number. An even more sophisticated way isto
let thetaxi track the customer’ sposition whileapproaching. Thisiswould behandy,
if the customer wants to move from the ordering location while waiting. With
customer tracking, the need to order the taxi to a certain address and wait thereis
not necessary anymore. In step 6, the actual trip is performed. The customer can
expressthedestination by givingtheaddressor just confirming thedestination given
earlier. The point isthat the driver and customer need not have a common spoken
or written natural languageinthisphase. Thetripispaidinstep 7. Thiscan be based
on cash, physical credit card, or PTD with payment functionality. PTD can
communicate with the payment infrastructurein thetaxi using aBluetooth link and
the customer can confirm the payment on the PTD.

Of course, the scenario presented is simplified with respect to numerous
aspects. There might be disputes about whether the taxi arrived on time or not,
whether the shortest path was chosen, etc. Although important, location-related
disputesarefor further study (see Tang and Veijal ainen (2000) for more on disputes
in e-commerce). The commitment to an order and disputes are tricky aspects that
are dependent on the business habits (code of conduct) in a country and contribute
to the roaming heterogeneity, i.e., business model and technical heterogeneity
between countries and mobile network operators. These become evident because
peopleroam and need servicesfrom different local providers. Another not sotrivial
aspect isto map the (XY Z) coordinates to <address>. It is by no means easy in an
arbitrary country that uses local coordinate systems. It requires, most probably,
coordinatetransformationsand attachment of themto thelocal map. Usingthe XY Z
coordinatesof thecustomer directly (inWGS-84 format) israther hopel ess, because
they do not tell thetaxi driver how to reach the customer. Which player providesthis
mapping? It can bethetaxi ordering company, each individual taxi owner (GPS car
map), or anexternal serviceprovider that upon getting acoordinates<XY Z>returns
the <address>. These are actually issues that must be solved within the Global
Infrastructure. These infrastructure issues are for further study.
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From abusinessmodel point of view, it isinteresting to investigate what types
of players exist and how the revenues obtained from the taxi customer are divided
among the parties in the above case. The customer pays both to a mobile network
operator and to the taxi company after the trip has been done. If the automated
serviceis not better than the current voice based, the customer is hardly interested
in paying morethan now. Therearestill many benefitsboth from the customer point
of view, aswell asfrom thetaxi company point of view. Thus, it could be expected
that these kinds of systems would become common in the future.

Thissimplespecification of thetaxi scenario can be extended in multipleways.
For instance, the ordering system could also support small-scale auctioning; who
takesthiscustomer to the destination, how fast and for what price? Theresult of the
auction could then be returned to the customer as a response. These are business
model ideasmade possi bleby technology, but thelocal taxi companiesandlegislators
should endorse them before they become reality.

The above service requires privacy protection measures and customer trust.
For instance, the tracking of the phone number should only be enabled for this
particular purpose, thistaxi-order here and now. In general, M-commerce transac-
tion security can probably beimproved through location-based authentication, asit
isshown by Denning and MacDoran (1996). L ocation, ascal culated from alocation
signature, addsanew dimension to user authentication and access control. It can be
used to determinewhether apersonisattemptingtologinfrom anapproved|ocation
and using approved services. Itisfor further study, how thiskind of authentication
can be combined with the M-commerce infrastructure services.

Fromthediscussion of thissamplescenariothemapping of theartifactsinvolved
to the mobile commerce model, as presented above, is quite clear. Rather than
discussing this mapping in detail, we state the main entities for each submodel:

. Regulatory Framework: The Regulatory Framework submodel determines
theformof theoverall infrastructureandfacilitatestheterminal andtheservers
to communicate. While the sample scenario does not rely on any particular
wireless network (e.g., no video streams have to be passed), the terminal and
the servershaveto be connected inaway that facilitatestheir communication.
But technical specifications are not only necessary for wireless networks, but
alsofor theterminal itself and the positioning functionality provided. In some
casesthenetwork allowsapositioning provided by cell information, unlessthe
terminal can provide the coordinates itself by using a satellite positioning
method (GPS, or GALILEO). To provide a more detailed mapping from the
entities of the exampleto the classes of the model, we mention that the device
that the traveler carries must conform to some standards (class Standard) set
by an organi zation (Standardi zation Body). Standardsdefinetechnical specifi-
cations (Technical Specification) consisting of aset of features (Feature) that
the personal trusted device (PTD) of the customer offers.

. Enabling Technology: The Enabling Technology submodel concentrates on
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theterminal anditsfeatures. In particular, the personal trusted devicewasbuilt
by amanufacturer that isacompany, represented by asuper-classrelationship
between the Manufacturer and the Company class in the model. In order to
operate in a particular network environment, the PTD requires a wireless
network (Wireless), which is a sub-class of the Network class. Networks are
provided by network manufacturers, asspecified by theassociationintheclass
diagram. Inthissamplescenario, the PTD hasto offer specificfeatures, mainly
theability for positioning to make use of the taxi-ordering service. Intheclass
diagram, thisfeature isrepresented by the named association called Requires
between the Feature and the Service class.

. Global Infrastructure: The Global Infrastructure models entities that are
relevant for facilitating mobile commerce applicationsfrom an infrastructure
point of view. Intheexampl eat hand, thissubmodel isrequiredfor definingthe
network communication standardsaswell asspecific PTD propertiesthat, e.g.,
enablesthetraveler’ sPTD to connect to thelocal mobilenetwork. In addition,
roaming contracts between the network operatorsinvolved haveto bein place
to allow thetraveler to use servicesin hisor her destination city. Appropriate
businessmodels, aswell asthelegal context, haveto bepresent at that | ocation.
As this brief discussion shows, the main classes of the global infrastructure
diagram shown in Figure 5 are required in this particular example.

. Business Model: The business model is implemented by a set of services,
which are executed according to some business protocol. While an exact
specification of theprotocol isoutsidethescopeof thischapter, wementionthat
the customer requests the service using his or her terminal. The service is
transferred to a service provider, which now performs a series of activitiesin
order to serve the customer well. In particular, location information hasto be
tracked and an appropriate taxi hasto betriggered to serve the customer. The
PTD must thus be ableto run the business protocol in Figure 8. Thisisatricky
regquirement, unlessthereisaglobal standardthat theterminal canrely on. The
global directory serviceis an easy issue, because one can assume a globally
specified protocoal. Particular questionsarising from step 3are: inwhichformat
arethe coordinates presented to thelocal taxi service? How arethe parameters
encoded? What parameters are allowed? How is the result to be interpreted?
Thetaxi serviceisalsoaservicein our sense, but the special featureisthat this
service uses a physically moving object (a car) to realize the service. In the
businessprotocol senseataxi isaserviceprovider andisaccessiblethroughthe
wireless network.

Asindicated above, complex positioning issues may arise, taking into account
physical aspectssuch asstreets, and maybe even traffic. However, the geographical
entity class representsthe |l ocation-dependent properties of the example quite well,
including thelocation of thetaxi and the customer (by the L ocation sub-class of the
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Geographical Entity class) and the area specification where the taxi service is
provided (by Area class).

Wireless Payment

Just like fixed payment terminals, PTDs can be used to pay for goods or
services, but there are new possibilities, too. A PTD can contain the private key and
credit card information of the customer. This information can be used to build
servicesthat are based on el ectronic commerceinfrastructures, on theonehand, and
on awireless short-range link on the other. Concretely, the PTD can communicate
with the cash register over Bluetooth in order to pay for the (physical) goodsinthe
shopping cart.

In a standardization effort, the Maobile Electronic Transactions Forum (MeT,
2002) has developed a protocol to facilitate wireless payment. Asaresult, MeT set
up recommendations that service providers have to adhere to in order to provide
interoperable and efficient M-commerce solutions, e.g., in wireless payment. But
wireless payment al so requires Enabling Technology and Business M odel aspects.
For instance, the Enabling Technology includesapublickey infrastructure, which can
be modeled asafeature of PTDs. Just like previously, these features are defined by
Technical Specificationsthatinthecontext of paymentsmay al so bespecified by law
(cf., privacy issuesrelated to payment). In addition, wireless payment is organized
as abusiness model of financial institutions. These payment services are provided
to the customers, and they consist of a number of services, which are executed, in
some order, according to the business protocol in place. Business actors (for
instance, the traveler using a taxi) use that service for convenient payment. The
financial institution maintains an infrastructure and business relationships that
enables it to organize the payment between the partiesinvolved.

Ticketing

Theidea of ticketing applicationsis structurally similar to the location-based
services where the customer first determines the location and then usesit to access
some service. In the case of ticketing, however, the customer gets the ticket from
amerchant, similarly tothegoodsinthewirel essinternet e-commerce. Thepayment
scheme can be acredit card, online banking, and also hilling. Goods are, of course,
in this caseintangible, i.e., bit strings that are stored into the memory of the PTD,
encoding theticket information. Days or even months|ater after loading the digital
ticket into the memory of the PTD, the ticket is used when entering the event, for
instance aconcert hall or an aircraft in case of atravel ticket. The reasonable usage
of thisform of electronicticketsrequiresthat the PTDsare capable of communicat-
ing over short distanceswith the cash registersor ticketing devicesinthe bussesand
concert houses, etc. This can currently best happen over Bluetooth, although
Infrared connectionsmight al so befeasiblein somecases. Thegeneral schemelooks
asfollows:
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Tickets can often be cancelled or modified before they are used. If cancelled,
themoney chargedistypically paid back. The cancellation transaction assumesthat
paying back is possible by knowing, for example, aterminal owner’s identity. In
practice, money returnispossibleby using credit card or bank account number stored
at merchant’ sdatabasefor customer withtherecordedidentity. Noticethat theticket
could also bemodified (typically, anairlineticket isoften changed beforeit isused)
and even transferred to other person’s PTD, using a Bluetooth or infrared link. We
stress that MeT devel ops schemes for standard ticket formats. In this scenario we
refrain from discussing the various classes of the mobile commerce model but leave
these considerations to the interested reader.

RELATEDWORK

As concerns related work, we are not aware of as extensive approaches
coveringwideaspectsof mobilecommerceenvironmentsasours. A work somewhat
relevant to the one presented in thispaper is Siau and Lim (2001), wherethe authors
providean overview of mobilecommerceand aresearch agenda. A clear separation
between Enabling Technologies and Business Models is drawn, but no particular
modelingincentiveisapplied. That paper concentrateson Enabling Technol ogiesand
Business Models spheres of concern in our sense. The Regulatory Frameworks
sphereishardly touched, and it isnot treated as a special theme requiring attention.

A somewhat similar framework for M-commerce applications, as ours is
presented by Varshney and Vetter (2001). The framework also uses a layered
approach, but it focuses strictly on technological layers. The main purpose of that
work isto assist in the development of M-commerce applications. It analyzes M-
commerceapplicationtypes, suchasmobilefinancial applications. The paper shows,
in a pragmatic way, that the properties of wireless network technology can be
reflected to the application under development. Thus, the paper iswell equipped to
improvethe development of M-commerce applications. Thefocusof our chapter is
different: itisbroader and moreformal. Itisbroader sincenot only technical but also
organizational andlegal aspectsarecoveredinthefour spheresof concern. Itismore
formal, sincefor each layer the main artifacts are model ed using an object-oriented
approach. Finally, we seek to find invariant properties of mobile commerce
environments, which are not covered in Varshney and Vetter (2001).

CONCLUSIONS

This chapter discusses maobile commerce environments from a bird’ s-eye
perspective. The focus is on organizing the main concepts and players in mobile
commerceinto four spheresof concernwith theaim of abetter understanding of this
complex and dynamic area. The fundamental basisisthe Global Infrastructure. It
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consists of wireless and wireline access networks and a global backbone, able to
transmit huge amounts of data between terminals and servers. The Global Infra-
structure coversahuge number of wirelessterminal's, soon morethan 1 billion. This
basi cstructurefacilitatesmobilecommerceandwill persistalongtimeintothefuture,
although the concrete wireless and wireline access technologies and those of the
backbone itself will change over time. We expect the digital convergence to
homogeni ze the backbonetechnology, and it isal so rather probablethat all wireless
and wirelineterminalswill have aunique global network addressin thefuture. The
accesstechnol ogieswill show morevariety and at least thebigdivisionintowireless
andwirelinetechnologieswill persist.

From an M-commerce point of view, transmission speeds have an important
role, because faster—and cheaper—wireless data transfer enhances the set of M-
commerce services that can be used by the customers. Transmission speeds on
individual channelswill increasein both categoriesover time. A curious exception
seems to be the telecom voice traffic, where the 4kHz bandwidth and 64 kbps
uncompressed capacity requirement are expected to persist years. Wirel esschannel
datatransfer rateswill havetogrow but will ingeneral bemuch smaller thanwireline
ones. Still, already GPRS offerstransmission speedsthat are essentially the sameas
typical wireline modems, and 3G should mean a considerable improvement in this
respect. In overall traffic volume, wireless traffic will increase relatively and
absolutely. Within the wireless access networks, voice traffic will form a smaller
portionthan currently and datatrafficagreater portion. Still, thewirel essvoicetraffic
will grow many yearsto come, becausetherapid proliferation of thewireless phone
customer base increases the traffic volume.

Global Infrastructure will consist of hundreds or thousands of different net-
works, run by different operators. The terminal owner has a home network, and if
that cannot service her while roaming, foreign networks have to offer wireless
access and network services. The nasty problem is roaming heterogeneity that is
encountered at each system level. The Open Mobile Architecture Initiative triesto
tackle this problem at the M-commerce service level.

It remainsto be seen how thiswill succeed, because it is not only atechnical
and organizational issue, but also alegal and businessissue.

Ancther fundamental sphereisEnabling Technologies. Their development was
a necessary condition for the mobile commerce to emerge. The Personal Trusted
Devicesareinacrucial position in thisrespect, because the technol ogies incorpo-
rated in them largely determine which M-commerce services can be offered. The
advancesinenablingtechnol ogies, such asintegrated circuits, processor technol ogy,
wirelesscommuni cationtechnol ogi es, softwaretechnol ogies, cryptography, battery
technol ogies, positioning technologies, etc., and theirimplementationin PTDsarea
crucial conditionfor mobilecommercetoadvancequalitatively. Throughincreasing
M-commerce functionality more sophisticated services are possible and, conse-
guently, higher revenues become possible.
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A further relatively independent sphere of concernisBusinessMaodels. For the
concrete business model sthe Enabling Technologies and the Global Infrastructure
areanecessary basis. Our modeling effort concentrates on the basic business actors
and their interactions over the network that form the concrete instantiation of the
mobilecommerce. Weexcludetheinfrastructureprovidersthat donot explicitly take
part in performing M-commerce transactions. The main source of revenuesisthe
customer accessing the M-commerce services over the network infrastructure, but
also advertisement or other similar sources are possible. The Business Models
sphere al so addresses the geographical validity region of abusinessmodel. Thisis
important, asthe business actorsand the model sapplied alwayshaveaplaceor area
on the earth where they are legal and/or accessible. How high can the revenues of
individual actorsbe?What kind of businessactorsand modelscanexist? Thesekinds
of questions are not answered at thelevel of our model, but they areinteresting and
must be tackled inthe future. Our modeling incentive helpsin focusing on theright
issues.

Finally, wediscussRegulatory Frameworks. Theseincludethelegal bodiesthat
issuelegisation, aswell as standardization bodiesand interest groups. They all can
be seen as global designers specifying a common interoperability area. Some
standardizationbodies, likel SO or ETSI havebasically global coverage. They donot,
however, have any legal means to enforce the standards into usage. A typical
problem with the current truly global standardization bodiesisthat they are rather
slow indevel oping the standards, in comparison to theemerging needs. Thishasled
totheestablishment of industry-led unofficial bodiesthat wecall interest groups. For
mobile commerce area the most important bodies are the WAP Forum, the Mobile
Electronic TransactionsForum, and theL ocation I nteroperability Forum. A still less
cohesiveconglomerateisthe Open Mobile Architecturelnitiative(OMA), butit has
themost ambitiousgoal: “to createanonfragmented, interoperableglobal market for
the next generation of maobile services.” Should thisinitiative be successful, it will
have crucial impact on the future of M-commerce.

Commontomobilecommerceand el ectronic commerce, asthey exist currently,
are technologies like HyperText Transfer Protocol (HTTP) for communication,
HyperText Markup Language (HTML) or a member of the eXtensible Markup
Language (XML) family for content, and the Java programming language for
functionality. Regulatory bodies and especially interest groups also specify these.
Furthermore, they play animportant roleal soin businessaspects. For instance, there
areacoupleof interest groupsinvolved in setting up X M L-based recommendations
for businessto businessintegration; theebXML approachisput forward by OASIS
and UN/CEFACT, a United Nations body. Naturally, there are a couple of
differences in the Enabling Technology sphere between electronic commerce and
mobile commerce. There is little need for defining specific devices and their
properties, since el ectronic commerce applications aretypically run by acomputer
connected to the Internet. Business aspects, however, are quite similar. There are
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electronic business companies, which offer services and business protocols to
implement their business models. The Mabile Electronic Transaction Forum, for
instance, is actually defining essential parts of the business model (services and
protocols), but also lower-level technical specifications. Whether thisisfeasible,
globally, remainsto be seen.

In this chapter we propose a conceptual, object-oriented model to describe
different spheres of concerns in mobile commerce environments. The framework
seems promising. We are confident that the spheres of concernintroduced here are
fruitful intheforthcoming research. At thesametimeweareawareof thelimitations
of thework asconcernsthe analysis of the dynamicsof the M-commercefield. This
isfor further study.
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